3GPP TSG SA WG3 (Security) Meeting #87
S3-171544
15 – 19 May, 2017, Ljubljana, Slovenia
revision of S3-17xabc
Source: Huawei, Hisilicon


Title: Interim Agreement for IMSI privacy while meeting LI Requirements 

Document for:
Approval
Agenda Item:
8.3.7
1
Decision/action requested

· SA3 is kindly requested to accept the proposed interim agreement in section 4 into TR33.899 v1.1.0. 
2
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3
Rationale

Security Area #7 is dedicated for the subscriber permanent identifier (IMSI) privacy. All key issues listed in this section are focused on achieving this very specific objective. As it is well known, identifying the subscriber is vital in order for the serving and the home network to be able to provide the requested service(s). In addition, it is also well known that concealing the subscriber permanent identifier is challenging in the following two cases:

· During initial attach when the subscriber is trying to attach to the network for the first time while the network does not have context for such subscriber nor it is able to identify via other means or identifiers. (Key issue 7.2)
· How concealing the subscriber IMSI while meeting the LI requirements. (Applicable to all)
Other well known related aspects to providing privacy to the subscriber permananent identifier are the following:

1. In order to avoid IMSI communication unnecessarly, an effective mechanism for allocating a temporary identifier to the subscriber is required. (Key issue 7.4)

2. In order to avoid the network using subscriber temporary identifier for a long period of time which could cause user trackability, an effective mechanism for refreshing such temporary identifier is required. (Key issue 7.1)

3. Permanent UE identifier (e.g., IMEI) was also addressed in this security area but in general, applying current LTE mechanism when NAS encryption is available and enabled addresses this issue with the possible exception of emergency call which is very much accepted. (Key issue 7.3)
Therefore, this contribution proposes a set of interim agreements that are required to address key issue No. 2 while meeting LI requirements.
4
Detailed proposal
*************** Start of Change 1 ****************
…………
E.7.2 
Questions and Agreements for Key Issue #7.2 IMSI Privacy

E.7.2.0 
Questions in other clauses affecting this key issue

tba
E.7.2.1 
Support Subscriber Permanent Identifier (IMSI) Privacy

E.7.2.1.1 
Description of Question

Question: Shall privacy of the subscriber permanenet identifier (e.g., IMSI) be protected whenever it is communicated over 5G RAN in all scenarios including initial attach?
E.7.2.1.1.1 
Interim Agreement

· Yes.
*************** End of Change 1 ****************
*************** Start of Change 2 ****************
E.7.2.1.3 
Description of Question

Question: Shall solutions which require the deployment of Global Inter-operator PKI while providing IMSI privacy and meeting LI requirements be supported in Phase 1?

E.7. 2.1.3.1 
Interim Agreement

No.
*************** End of Change 2 ****************
